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Key Figures Key Leaders 

$245.6B market in 20241 Microsoft – Cloud security leader 

Forecast: $500B+ market by 2030, 12–14% CAGR2 IBM – Top security software provider 

$8.5B invested in 2024, double from 20233 Cisco – Network security leader 

 
1 Grand View Research. Cyber Security Market Size, Share & Trends Analysis Report By Offering (Hardware, SoLware, Services), 
By Security (Endpoint Security), By OrganizaPon Size (Large Enterprises), By Deployment (Cloud), By SoluPon, By End Use, By 
Region, And Segment Forecasts, 2025 - 2030. Grand View Research, 2025,  

2 Fortune Business Insights. “CYBERSECURITY MARKET ANALYSIS - 2032.” Cybersecurity Market Size, Share & Industry Analysis, 
vol. 6, no. 1, 2025, p. 160. Fortune Business Insights,  

3 S&P Global 

Execu&ve Summary 
The cybersecurity industry is experiencing rapid growth, driven by increasing digitalizaUon, evolving 
cyber threats, and rising regulatory demands. With the market projected to exceed $500 billion by 
2030, with an esUmated double-digit CAGR between 12.5% and 14.5% and investment doubling in 2024 
alone, cybersecurity has become a strategic priority for enterprises and governments. Trends like AI-
powered threat detecUon, zero-trust architecture, and cloud-naUve security are reshaping the 
landscape, while leaders like MicrosoY, IBM, and Cisco dominate through scale and integraUon. At the 
same Ume, challenges such as a global workforce shortage and growing system complexity highlight 
the need for consolidaUon and specialized soluUons. The sector is poised for conUnued expansion, 
fueled by demand for secure digital infrastructure, compliance tools, and proacUve threat defense. 
Recently announced $32 billion Wiz’s acquisiUon by Alphabet fully highlights the growing momentum. 
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Key Tailwinds Key Headwinds 

Surge in cybercrime (esp. ransomware, supply 
chain a_acks) 4.8M global workforce gap 

AI & machine learning enhancing threat detecUon Fragmented tools & growing IT complexity 

Regulatory momentum (GDPR, AI compliance) Quantum compuUng risks to current encrypUon 
methods 

 

 Industry Overview 

Cybersecurity, also known as computer security or informaUon technology (IT) security, involves the 
protecUon of computer systems, networks, and data against unauthorized access, theY, damage, or 
disrupUon. With compuUng technologies entering the daily, business, and governmental realms, 
cybersecurity has emerged as a central field dedicated to preserving confidenUality, integrity, and 
availability of informaUon. 
 
The primary segments of cybersecurity are tailored to address specific security needs in diverse 
environments. Network security focuses on safeguarding the integrity of a network against cyber threats 
using equipment like firewalls and intrusion detecUon systems. Endpoint security secures individual 
machines like laptops and phones against potenUal exposures. Cloud security is vital in protecUng data 
stored in the cloud, offering safe access, storage, and transportaUon. ApplicaUon security works on 
securing soYware applicaUons from threats throughout their life cycle, and data security deals with the 
protecUon of sensiUve informaUon from unauthorized access, modificaUon, or destrucUon. 

It is at times challenging to define the boundaries of the cybersecurity sector since it intersects with 
other fields that are closely related to it. For instance, cybersecurity intersects with information security, 
whose scope is wide and encompasses safeguarding all forms of information, not necessarily digital 
information. It also intersects with physical security, whereby measures are put in place to prevent 
unauthorized physical access to facilities and hardware. The inclusion of cybersecurity in conjunction 
with software development, network engineering, and risk management further demonstrates the far-
reaching nature of the industry and the necessity of multidisciplinary efforts to address shifting cyber 
threats. 
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Market Overview 

The cybersecurity industry has experienced remarkable growth in recent years, reflecUng the increasing 
importance of protecUng digital assets across the globe. 
 
Global Market Valua.on 

The global cybersecurity market valuaUon has been esUmated variously by market experts. Fortune 
Business Insights4 esUmates the market at around $172.24 billion in 2023 and esUmates to increase to 
$562.72 billion by 2032, with a CAGR of 14.3% during the forecast period. Grand View Research esUmates 
the market size to be $245.62 billion in 2024 and is esUmated to grow from 2025 to 2030 at a CAGR of 
12.9%, with an esUmated growth to $500.70 billion by 2030. 
 
 
Figure 1: The uncertain boundaries of the industry make the forecasts vary in the absolute value 
Cybersecurity Market Size forecasted by GVR and FB Insights ($ billion) 

 

 

 

 

 

  

 

 

 

 

 
 
 
Source: Grand View Research, Cyber Security Market Size, Share & Trends Analysis Report

 
 

 
4 Fortune Business Insights. “CYBERSECURITY MARKET ANALYSIS - 2032.”  
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Figure 2: Cybersecurity sector forecasted to con<nue the rapid growth trajectory 
Cybersecurity Revenues ($ billion) 

 

 

  

 

 

 

 

 

 

 

Source: Statista. "Cybersecurity: market data & analysis"

Regional Market Breakdown 

Regional research shows the dominant posiUon of North America in the cybersecurity market. Fortune 
Business Insights5 demonstrates that North America accounted for 43.76% of the global market share in 
2023. The heavy investment in cybersecurity products is driven by the wide variety of cybersecurity firms 
in the market and the increasing frequency of cyber threat a_acks. On the other hand, the Asia-Pacific 
region is expanding at a higher rate with a forecasted higher CAGR compared to other regions in the 
future. 
 

Key Growth Drivers and Limiters 

The rising digitalizaUon across industries—parUcularly through cloud compuUng, the Internet of Things 
(IoT), and e-commerce—conUnues to be a major growth driver for the cybersecurity market. As more 
organizaUons migrate operaUons to the cloud, securing these digital environments has become criUcal, 
especially for safeguarding sensiUve data and maintaining business conUnuity. Cloud security, therefore, 
is not only a standalone concern but also a central aspect of broader cybersecurity strategies. 
 
Another key driver is the increasing frequency and sophisUcaUon of cyber-a_acks, including ransomware, 
phishing, and advanced persistent threats. These evolving threats compel organizaUons to invest in 

 
5 Fortune Business Insights. “CYBERSECURITY MARKET ANALYSIS - 2032.”  
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advanced cybersecurity infrastructures capable of real-Ume threat detecUon and rapid response. The 
integraUon of arUficial intelligence (AI) and machine learning (ML) into security soluUons has further 
strengthened these capabiliUes, enhancing the effecUveness and adaptability of cybersecurity systems. 
 
Moreover, regulatory pressures are intensifying. Laws like the General Data ProtecUon RegulaUon (GDPR) 
and similar regional frameworks are forcing organizaUons to comply with strict data protecUon standards, 
thus driving demand for more robust security soluUons. 
 
However, there are also significant market limitaUons. The complexity and cost of implemenUng 
advanced cybersecurity systems—parUcularly in cloud-based environments—can deter smaller 
organizaUons from adopUon. In addiUon, the global shortage of skilled cybersecurity professionals’ 
hampers organizaUons' ability to manage and maintain these systems effecUvely. Lastly, the fast pace of 
technological change can result in soluUon faUgue, where businesses struggle to keep up with the 
constant need for updates, training, and integraUon. 
 
Figure 3: Asia-Pacific, Middle East and Africa are projected to grow at the fastest pace over the next 
years 
Projected CAGR per Region in percentage points 
 

 
 

 

 

 

 

 

 

 

 

Source: Fortune Business Insights, Markets and Markets, and Statista

Overall, the cybersecurity market’s expansion is driven by several key factors. Global economic 
condiUons, parUcularly the rapid acceleraUon of internet penetraUon from 52.3% in 2019 to a projected 
86.5% by 20296, especially in Asia and Europe, are increasing the demand for robust security soluUons. 

 
6 StaPsta, "Cybersecurity, market data & analysis" 
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IT investments are also rising as enterprises prioriUze security to safeguard sensiUve data in the face of 
digital transformaUon. The widespread adopUon of hybrid and mulU-cloud environments is further 
shaping the industry, offering scalability and efficiency but also introducing new security risks, making 
cloud security a crucial concern. The increasing sophisUcaUon and frequency of cybera_acks have further 
amplified the urgency for advanced security soluUons, as modern cybercriminals exploit vulnerabiliUes 
with greater efficiency. AddiUonally, cyber warfare has emerged as a criUcal geopoliUcal concern, with 
conflicts such as the Russia-Ukraine war driving heightened investments in cybersecurity to counteract 
digital threats in military and strategic domains. These macroeconomic, technological, and security 
factors collecUvely posiUon cybersecurity as a top strategic priority for enterprises, governments, and 
insUtuUons worldwide, ensuring sustained industry growth and market evoluUon6 

Figure 4: The cost of cybercrime con<nues to increase at an accelerated rate 
EsCmated cost of cybercrime incurred by corporates ($ trillion) 
 

Source: Statista Estimates of Cost of Cybercrime

Market Segmenta.on 

Key players in the cybersecurity market include MicrosoY, IBM, Cisco, Palo Alto Networks, and ForUnet, 
with 2023 revenues of $212 billion, $62 billion, $57 billion, $7 billion, and $5 billion, respecUvely.7 These 
companies, however, operate beyond cybersecurity, integraUng security soluUons within broader 
business segments. MicrosoY, the market leader – if considering the whole firm, derived 38% of its total 
revenue from cloud services, while IBM’s soYware division, encompassing security, accounted for 43% 

 
7 StaPsta, "Cybersecurity, market data & analysis" 
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of total revenue. Cisco’s security business represented 76% of its revenue, reflecUng its deep integraUon 
into network security. Despite variaUons in product porqolios, these companies have shown steady 
growth, with single- and double-digit CAGRs. In 2022, IBM led the cyber soluUons market with a 20% 
brand share, followed by MicrosoY at 16%, Broadcom at 11%, Cisco at 6%, while smaller firms collecUvely 
accounted for nearly half of the market. Based in market capitalizaUon, MicrosoY (MSFT) leads with $2.93 
trillion, Broadcom (AVGO) is valued at $937.10 billion, Cisco Systems (CSCO) at $231.26 billion, ForUnet 
Inc (FTNT) at $80.35 billion, Palo Alto Networks (PANW) at $123.69 billion, while IBM (IBM) at 
approximately $217.69 billion. Among these, Broadcom and ForUnet encountered the steepest 1-year 
market cap increase, respecUvely +54.28% and +58.47%.   
 
The security industry is divided along several key dimensions to cater to the diverse security needs of 
modern-day organizaUons. Based on solu7on type, the industry includes network security, cloud security, 
and endpoint security. Network security means protecUng internal infrastructure from cyber-a_acks and 
unauthorized access via soluUons like firewalls and intrusion prevenUon systems. Cloud security has also 
grown more applicable with growing adopUon of cloud compuUng, where protecUon of data, 
applicaUons, and services in cloud environments is provided. Endpoint security guards standalone 
machines - laptops, mobile phones, desktops, etc. - which are typical target machines for a_acks such as 
phishing and malware. Every soluUon tackle one specific layer of vulnerability in exisUng digital worlds. 
Deployment model segmenta7on separates on-premises and cloud-based soluUons. On-premises 
deployment provides full control over security infrastructure and data and is thus the choice of 
organizaUons with strict compliance or regulatory requirements. Cloud-based cybersecurity soluUons 
are, however, more adaptable, scalable, and economical, and are favored therefore by small and 
medium-sized businesses (SMBs) parUcularly. Cloud models provide quicker deployment and easier 
updates, which becomes necessary in rapidly evolving threat environments. 
 
Another aspect of segmentaUon is based on organiza7on size and ver7cal markets. Businesses typically 
spend money on advanced, mulU-layered cybersecurity frameworks integraUng various technologies and 
threat intelligence. SMBs, with relaUvely smaller budgets and IT resources, prefer lightweight and less 
expensive security products. Government organizaUons form a unique category with highly specialized 
needs for protecUon of sensiUve and classified informaUon. VerUcally, healthcare, finance, and mission-
criUcal infrastructure (e.g., energy and uUliUes) are massive consumers of cybersecurity products due to 
the nature of the data that they work with being so valuable and the impact of a potenUal breach being 
so catastrophic. These sectors require strict regulatory requirements and are hacking favorites, and 
therefore cybersecurity is a business imperaUve. 

 Cybersecurity Trends 

Prevalent a@ack vectors 

The cybersecurity threat landscape has developed significantly in recent years, shiYing from wide-net 
a_acks to highly targeted, complex campaigns developed by both criminal organizaUons and world 
governments. Thus, understanding the predominant a_ack vectors is crucial for evaluaUng players in the 
cybersecurity industry and their strategic posiUoning in tackling these developing threats.  
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Ransomware conUnues to be the main threat for large enterprises. Now, a_ackers not only encrypt data, 
but also threaten to leak sensiUve informaUon and launch successive a_acks on vicUms who refuse to 
pay, raising the average ransomware demand to $2.73M in 20248. AddiUonally, a new type of service, 
Ransomware-as-a-Service, has gained popularity among the cyber-criminals allowing the less technically 
skilled actors deploy advanced a_acks through a subscripUon-based plaqorm. 
 
Figure 5: Ransomware aLacks con<nue to be the main threat to organiza<ons 
Most significant cyber threats according to Chief InformaCon Security Officers 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Statista Survey of Chief Information Security Officers

 
Supply chain aAacks have also gained recent popularity, where a_ackers hack trusted soYware providers 
to gain access to the clients’ networks. This approach where you “compromise one, and breach many” 
offers very a_racUve return on investment and poses an especially difficult task for defenders who have 
to scruUnize their enUre digital supply chain.   
Social engineering also remains a prevalent a_ack vector where the a_ackers exploit human error or 
human behavior through impersonaUon tacUcs targeUng financial transfers and sensiUve data especially. 
Normally, these a_acks can be avoided through be_er personnel training, however the threat actors also 
conUnuously improve their techniques to more complex vectors than the classical phishing email. 
 

 
8 Varonis, "Ransomware StaPsPcs, Data, Trends, and Facts" 
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Notable breaches and Emerging threats 

Over the years, we have seen mulUple notable breaches that shaped the cybersecurity industry in 
different ways, either through raising awareness about digital risks, through exposing criUcal security 
issues or a_racUng big investments in the development of security measures. One of the most serious 
breaches was the “WannaCry a_ack”, a ransomware which exploited a windows vulnerability which had 
been leaked by the US NaUonal Security Agency, which led to the infecUon of huge networks across 150 
countries.  

One of the most sophisUcated supply chain a_acks in history was the SolarWinds a_ack in 2020, where 
Russian-affiliated hackers breached the update mechanism of Orion soYware, which led to the 
distribuUon of malware to over 18,000 customers including mulUple branches of the US government and  

Figure 6: Number of ransomware victims has constantly increased in 2024 

Total number of ransomware vic3ms reported 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Check Point Research “The State of Cyber Security 2025”

 
Fortune 500 companies. This a_ack was undetected for several months and shed light to the potenUal of 
supply chain a_acks. As a response, there was a huge flow of investments in supply chain security 
soluUons, which benefited especially the companies which specialized in soYware composiUon analysis. 
Since the industry is moving at an acceleraUng pace and is constantly shaped by new a_ack vectors from 
new technologies, it’s very important to understand the emerging threats that will most likely shape the 
industry in the future. 
 
ArUficial intelligence for example, is a double-edged technology for this industry. While cybersecurity 
firms leverage AI to improve security concerns, hackers also uUlize the same technology to evade security 
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measures, to create more realisUc deepfakes for social engineering and to even automate most of the 
processes. Companies that develop AI-based soluUons ought to especially benefit from this struggle since 
tradiUonal security measures tend to have difficulUes against such a_acks. 
 
The rapid expansion of Internet-of-Things environments also has created a vast new a_ack vector with 
totally different security concerns. These environments oYen use a combinaUon of old systems with new 
technology, creaUng security gaps that are difficult to avoid, with IoT a_acks increasing by 400% YoY only 
in 2023. With the IoT industry forecasted to almost double by 20299, the Internet-of-Things security 
soluUons will become a more and more prevalent part of the cybersecurity industry. 
 
 
Figure 7: The increasing market for Internet of Things devices also means an increasing aLack surface 
from a cybersecurity point of view 
Forecasted Internet of Things annual revenue worldwide ($ billion) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Statista, “Cybersecurity: Market data & Analysis”

 
 
Another very long-term, but potenUally catastrophic vulnerability is the emergence of quantum 
compuUng, which poses criUcal security concerns for the cryptography methods we have today. While 
consumer-viable quantum compuUng products might sUll be years away, the idea becomes more and 
more realisUc, especially with the recent MicrosoY Majorana 1 chip development, many hackers employ 

 
9 StaPsta, "Cybersecurity, market data & analysis" 
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a strategy of collecUng data now to decrypt it at a later point in Ume. There are already early adopters of 
quantum-resistant soluUons in the defense sector and firms offering this kind of tools are seeing a 
constantly increasing interest, even though the technology is in its early stages. 
 
Figure 8: Educa<on, Government and Healthcare con<nue to be the industries most affected by 
cybercrime 
Global weekly aKacks per organizaCon by industry in 2024 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
Source: Check Point Research “The State of Cyber Security 2025”

 

Tech Trends 
AI and Machine Learning 
One of the most significant trends in the cybersecurity industry now is the implementaUon of ArUficial 
Intelligence, with the market projected to grow at a 24% CAGR for the next 10 years10. Leading firms 

 
10 StaPsta, "Value of the arPficial intelligence (AI) cybersecurity market worldwide from 2023 to 2030" 
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implement sophisUcated Machine Learning algorithms not only in the detecUon of new, unseen threats, 
but also in the automaUc response of the systems. The main advantage of such soluUons is that this 
technology allows the idenUficaUon of threats or novel a_acks from pa_ern recogniUon, rather than the 
tradiUonal signature-based approaches where novelty types of a_acks stay undetected. The market for 
such soluUons also is increasingly differenUaUng between implementaUons on the surface-level and very 
complex plaqorms of deep learning that always keep improving since they are exposed to more and more 
data and threats. This, in turn, creates a wider and wider valuaUon gap between market leaders and 
followers.  
  
Figure 9: The AI cybersecurity market is forecasted to con<nue growing at an exponen<al pace 
Value of AI cybersecurity market worldwide 2023-2030 ($ billion) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Statista, “Value of the artificial intelligence (AI) cybersecurity market worldwide from 2020 to 2030”

 
Zero-trust architecture 
Zero-trust architecture is a framework that has gained popularity in recent years. It is based on the idea 
of never trusUng anything and always verifying all the acUvity in the network. This architecture is on the 
rise since organizaUons increasingly have more decentralized offices, with more and more hybrid cloud 
environments where tradiUonal perimeter-based security exposes some big security issues. From an 
invesUng point of view, this trend represents growth for mulUple types of firms across different types of 
soluUons like authenUcaUon, authorizaUon and access control. However, since the main barrier is 
implementaUon complexity, the soluUon-providers who offer comprehensive zero-trust plaqorms are 
capturing market share compared to vendors who offer specific soluUons, thus suggesUng that market 
consolidaUon will likely happen in this product sector. 
 
Cloud security evolu<on 
Another trend that is acceleraUng in recent years is Cloud Security, caused by the fast migraUon of 
corporaUons to mulU-cloud environments, with esUmates that by 2027, 70% of enterprises will use cloud 
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plaqorms, up from less than 15% in 202311. This evoluUon has affected the cybersecurity industry 
through the convergence of different security “domains” into one unified Cloud-NaUve ApplicaUon 
ProtecUon Plaqorms (CNAPP), reflecUng the demand of comprehensive soluUons for complex cloud 
architectures. From an equity research perspecUve, as organizaUons conUnue to employ a cloud-first 
approach, we expect that vendors who secure the cloud infrastructure without impeding business agility 
will outperform. 
 
Quantum compu<ng implica<ons 
The impeding threat of quantum compuUng destroying current cryptography methods has catalyzed 
significant investments in quantum-resistant cryptography, with the market forecasted to grow at $22.7B 
by 2033, up from the $1.4B in 202412. This fast growth is mainly explained by the increasing need of 
organizaUons to prepare for “harvest now, decrypt later” a_acks described in the previous secUon. This 
is confirmed by the NaUonal InsUtute of Standards and Technology who is responsible for creaUng 
security standards, releasing in 2024 the first 3 finalized Post-Quantum EncrypUon Standards. From an 
invesUng perspecUve, probably the best posiUoned firms to capitalize on this growth are the specialized 
cryptography and security infrastructure firms. For investors, the most interesUng opportuniUes are 
found in the firms who have pracUcal quantum-resistant implementaUons that are both technologically 
sound and address the complexity of migraUng data to such soluUons. 
 
Figure 10: The Quantum Cryptography market is forecasted to increase in size at an accelerated pace 
Value of Quantum Cryptography market worldwide 2023-2033 ($ billion) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Market.us, "Quantum Cryptography Market"

 
 

11 Gartner, "The Expanding Enterprise Investment in Cloud Security" 
12 Market.us, "Quantum Cryptography Market" 
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Customer Dynamics 

The market mainly serves B2B companies. Regarding B2B businesses, a StaUsta survey measured that in 
2023 companies increased their allocated budget and reallocated it towards the usage of external IT 
resources, with a primary focus on AI and Cybersecurity, as a move to both raise IT protecUon, thus 
creaUng more efficient and safer internal processes. A McKinsey report states that in 3 years from now, 
companies' technological budget will be directed more towards third-party products and services and 
consequently decreasing internal labor. This highlights how leading companies are ahead of the curve 
and are able to leverage economies of scale and access cuvng-edge technologies more effecUvely than 
internal IT departments can achieve on their own.  
 
Moreover, AI is becoming even more blended into cybersecurity products, driving customer demands to 
features that combat or offset AI-related risks. Securing AI is now a stand-alone cyber-market segment 
that is poised to grow to $255 million by 2027, from $122 million today, with a total addressable market 
of $10 billion to $15 billion (McKinsey). Specifically, companies which already deploy AI mostly look for 
models to increase AI observability, to govern AI systems and to ensure data protecUon. These 3 traits 
are the ones steering customers' demands. Overall, to classify different customers’ needs, companies are 
steering cybersecurity spending to outside vendors, with cloud security the biggest source of external 
spending, followed by engineering products, network and audit and compliance. The market is at an 
inflecUon point on best-of-breed offerings - that is, the best offering in a specific, narrow niche - versus 
best-of-suite offerings, which are complete, all-in-one soluUons. For some segments, customers prefer 
the best individual vendors for each product on the market; for other segments, customers prefer to use 
the best product suite on the market. Providers can therefore try to cater to both types of customers, 
building best-of-suite bundled offerings around standout best-of-breed offerings.  

Investment Analysis 

The cybersecurity sector has seen a significant resurgence, with increased venture capital and private 
equity acUvity, fluctuaUng public market performance, strong return on investment metrics, and notable 
consolidaUon trends. 

Investment in cybersecurity nearly doubled in 2024, reaching $8.51 billion compared to $4.46 billion in 
the previous year13. This surge reflects growing global emphasis on security and technological 
advancements (S&P Global). One of the most notable transacUons was Wiz’s $1 billion Series E funding, 
which elevated its valuaUon to $12 billion and posiUoned the company for expansion and acquisiUons 
(Capstone Partners). More recently, Alphabet announced Wiz’s $32 billion acquisiUon March 18, 2025, 
marking its largest deal, providing cloud-agnosUc security soluUons and whose revenue is projected to 
generate $1 billion by 2025. This acquisiUon enhances Google Cloud’s cybersecurity capabiliUes, 
creaUng synergies to be_er compete with AWS and Azure and sUll requires regulatory approval, is 
expected to drive long-term growth in Google Cloud's offering14. Similarly, Island, a startup specializing 

 
13 Private Equity InternaPonal, "Cybersecurity sparks back to life" 
14 AP News, "Google to buy cybersecurity firm Wiz for $32 billion in the biggest deal in company’s history" 
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in secure enterprise browsers, raised $250 million in venture capital, bringing its market valuaUon to $4.8 
billion, with plans to use the funding for product development and workforce expansion 15. 

Public markets have shown mixed performances for cybersecurity firms. Okta experienced a strong 
breakout, supported by its partnership with Amazon Web Services (AWS), surpassing analyst 
expectaUons in the fourth quarter. The company’s sales through AWS Marketplace reached $1 billion 
over four years, solidifying its market posiUon16. CrowdStrike also performed well despite previous 
operaUonal disrupUons, receiving a buy raUng from BTIG analyst Gray Powell, who projected a 16% stock 
price increase with a target price of $431, driven by anUcipated revenue growth17 . However, not all 
soYware companies fared well. ServiceNow, Salesforce, and Adobe faced stock declines due to concerns 
over government spending cuts and the slow realizaUon of arUficial intelligence benefits. Analysts 
suggest that efficiency improvements could drive a potenUal recovery for these firms18. The cybersecurity 
sector has demonstrated impressive ROI metrics. Google's acquisiUon of Wiz for $32 billion in March 
2025 turned Index Ventures’ iniUal $3.5 million investment into a $4.3 billion windfall, marking a 250-
fold return and highlighUng the lucraUve potenUal of cybersecurity investments19. Similarly, private 
equity firm Thoma Bravo acquired cybersecurity AI company Darktrace PLC for $5.21 billion in an all-cash 
deal, further emphasizing the sector's high valuaUons and returns20. 
 

Future Outlook 

Long-term challenges 

The cybersecurity industry is facing a consistent shortage of workforce. Even though there is an increasing 
number of universiUes offering cybersecurity programs and companies offering cerUficaUon pathways, 
the worker supply is sUll much lower than the demand. The workforce gap was esUmated to be 4.8 
million, up 19% year over year and forecasted to conUnue such growth. This will make some companies 
operate with understaffed cybersecurity teams, meaning that criUcal security operaUons may be delayed 
or mismanaged. This will also drive higher security costs and will concentrate the talent in the major tech 
hubs, which can lead to further regional shortages. 
The increasing complexity of the systems used by companies also poses a potenUal long-term challenge. 
Since organizaUons adopt and integrate mulUple third-party services, Internet of Things products, mulU-
cloud environments and so on, the potenUal a_ack surface keeps widening, also requiring more and 
more specialized personnel and tools. TradiUonal security measures that worked in the past prove to be 
inefficient in this increasingly fragmented environment, creaUng dangerous security gaps. The expansion 
in usage of AI, quantum compuUng advancements and newer technologies will only compound on the 
complexity already exisUng, forcing the industry to transiUon to new protocols and methodologies. 
 

 
15 Wall Street Journal 
16 Investors.com 
17 Barron's 
18 MarketWatch 
19 Wall Street Journal 
20 S&P Global 
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Figure 11: Lack of qualified candidates is the biggest challenge in filling cybersecurity posi<ons 
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Source: BCG, Global Cybersecurity Forum, “2024 Cybersecurity Workforce Report”, Survey Results

 

Long-term opportuni<es 

Probably one of the biggest opportuniUes in the industry is the consolidaUon into comprehensive 
plaqorms, since the fragmentaUon we experience today is probably going to be unsustainable long-term. 
Exactly because of the growing complexity of informaUonal systems, there is a strong demand for 
companies that offer soluUons for threat detecUon, idenUty management and cloud protecUon into one 
product. This means that smaller companies should try to posiUon themselves in very specialized niches 
to be more appealing acquisiUons targets, while bigger companies could take advantage of this trend by 
developing an M&A strategy for the gaps they have in their porqolio and develop integraUon plans for 
future potenUal acquisiUons. 
Another opportunity that will be explored in the next years will be the increasing demand for compliance 
and risk management soluUons. Since governments across the world implement conUnuously stricter 
regulaUons concerning data protecUon, AI usage or criUcal infrastructure, the companies are faced with 
complex compliance requirements, which demand specialized experUse and technologies. This 
regulatory-driven demand should also be parUcularly resilient during economic downturns, creaUng a 
stable, predictable revenue stream for companies that offer soluUons for these compliance challenges. 
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Predicted industry evolu<on 

We are expecUng to observe a very strong consolidaUon trend over the next 5 years, where big players 
will pursue aggressive acquisiUon strategies to build comprehensive soluUons and plaqorms, since many 
small vendors lack any differenUaUon in segments crowded by many market parUcipants. We think that 
in turn, small and mid-market companies will be forced to specialize in specific technological niches.  
We are also expecUng the security service providers to undergo a transformaUon from the basic 
monitoring and detecUon services to a more consultaUve type of security that combines technology 
implementaUon, operaUonal support and advisory services. We are also expecUng these service 
providers to develop deep experUse and highly customizable soluUons for specific industries like 
healthcare, financial services or criUcal infrastructure. AddiUonally, the boundaries between network 
security, endpoint protecUon and access management will conUnue to be blurred, being replaced by 
security models based more on behavior and risk-based access control. 
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